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Behavior Changes
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• How can we characterize and  
constrain program behavior?
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Models of Software



Program Behavior

• Which inputs does the program accept? 

• Which outputs can the program produce?

ProgramInput Output



Language Models
• A language denotes a set of strings 

• Modeled as regular expressions, grammars, …

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF] 
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT] 
PROTOCOL ::= 'http' | 'ftp' | ... 
USERINFO ::= /[a-z]+:[a-z]+/ 
HOST ::= /[a-z.]+/ 
PORT ::= /[0-9]+/ 
PATH ::= /\/[a-z0-9.\/]*/ 
QUERY ::= /[a-z0-9=&]+/ 
REF ::= /[a-z]+/



Modeling Behavior

ProgramInput Output

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF] 
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT] 
PROTOCOL ::= 'http' | 'ftp' | ... 
USERINFO ::= /[a-z]+:[a-z]+/ 
HOST ::= /[a-z.]+/ 
PORT ::= /[0-9]+/ 
PATH ::= /\/[a-z0-9.\/]*/ 
QUERY ::= /[a-z0-9=&]+/ 
REF ::= /[a-z]+/

REPLY ::= 'HTTP/1.1 ' CODE '\n' \ 
          HEADER+ '\n\n' DATA 
CODE ::= '200 OK' | '404 Not Found' 
HEADER ::= ... 
DATA ::= ...
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URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF] 
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT] 
PROTOCOL ::= 'http' | 'ftp' | ... 
USERINFO ::= /[a-z]+:[a-z]+/ 
HOST ::= /[a-z.]+/ 
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    | ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: query                       
    | ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: ref                         
    | •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••fragment

foo=bar&lorem=ipsum

/command

user:password

80

:// @ : ? #

http

www.google.com

user:password

80

www.google.com



fragmentfoo=bar&lorem=ipsum/commanduser:password www.google.com 80http :// @ : ? #

java.net.URL.set(protocol, host, port, authority, userinfo, path, query, ref)                   
    | ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: protocol                    
    | ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: host                        
    | ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: port                        
    | ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: authority                   
    | ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: userinfo                    
    | ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: path                        
    | ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: query                       
    | ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: ref                         
    | •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••fragment

foo=bar&lorem=ipsum

/command

user:password

80

://

:

? #

http

www.google.com

user:password 80www.google.com@



fragmentfoo=bar&lorem=ipsum/commanduser:password www.google.com 80http :// @ : ? #

java.net.URL.set(protocol, host, port, authority, userinfo, path, query, ref)                   
    | http•••user:password@www.google.com:80/command•foo=bar&lorem=ipsum•fragment 
  param: protocol                    
    | ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: host                        
    | ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: port                        
    | ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: authority                   
    | ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: userinfo                    
    | ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: path                        
    | ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: query                       
    | ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: ref                         
    | •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••fragment

foo=bar&lorem=ipsum

/command

user:password

80

://

:

? #

http

www.google.com

user:password 80www.google.com@

http



java.net.URL.set(protocol, host, port, authority, userinfo, path, query, ref)                   
    | http•••user:password@www.google.com:80/command•foo=bar&lorem=ipsum•fragment 
  param: protocol                    
    | http••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: host                        
    | •••••••••••••••••••••www.google.com•••••••••••••••••••••••••••••••••••••••• 
  param: port                        
    | ••••••••••••••••••••••••••••••••••••80••••••••••••••••••••••••••••••••••••• 
  param: authority                   
    | •••••••user:password@www.google.com:80••••••••••••••••••••••••••••••••••••• 
  param: userinfo                    
    | •••••••user:password••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: path                        
    | ••••••••••••••••••••••••••••••••••••••/command••••••••••••••••••••••••••••• 
  param: query                       
    | •••••••••••••••••••••••••••••••••••••••••••••••foo=bar&lorem=ipsum••••••••• 
  param: ref                         
    | •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••fragment

URL ::= PROTOCOL '://' AUTHORITY
AUTHORITY ::= USERINFO '@' HOST



URL ::= PROTOCOL '://' AUTHORITY PATH '?' QUERY '#' REF 
AUTHORITY ::= USERINFO '@' HOST ':' PORT 
PROTOCOL ::= 'http' 
USERINFO ::= 'user:password' 
HOST ::= 'www.google.com' 
PORT ::= '80' 
PATH ::= '/command' 
QUERY ::= 'foo=bar&lorem=ipsum' 
REF ::= 'fragment'

http://user:password@www.google.com:80/command?foo=bar&lorem=ipsum#fragment
java.net.URL.set(protocol, host, port, authority, userinfo, path, query, ref)                   
    | http•••user:password@www.google.com:80/command•foo=bar&lorem=ipsum•fragment 
  param: protocol                    
    | http••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: host                        
    | •••••••••••••••••••••www.google.com•••••••••••••••••••••••••••••••••••••••• 
  param: port                        
    | ••••••••••••••••••••••••••••••••••••80••••••••••••••••••••••••••••••••••••• 
  param: authority                   
    | •••••••user:password@www.google.com:80••••••••••••••••••••••••••••••••••••• 
  param: userinfo                    
    | •••••••user:password••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: path                        
    | ••••••••••••••••••••••••••••••••••••••/command••••••••••••••••••••••••••••• 
  param: query                       
    | •••••••••••••••••••••••••••••••••••••••••••••••foo=bar&lorem=ipsum••••••••• 
  param: ref                         
    | •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••fragment

URL ::= PROTOCOL '://' AUTHORITY
AUTHORITY ::= USERINFO '@' HOST



URLs

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF] 
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT] 
PROTOCOL ::= 'http' | 'ftp' 
USERINFO ::= /[a-z]+:[a-z]+/ 
HOST ::= /[a-z.]+/ 
PORT ::= '80' 
PATH ::= /\/[a-z0-9.\/]*/ 
QUERY ::= 'foo=bar&lorem=ipsum' 
REF ::= /[a-z]+/

http://user:password@www.google.com:80/command?foo=bar&lorem=ipsum#fragment 
http://www.guardian.co.uk/sports/worldcup#results 
ftp://bob:12345@ftp.example.com/oss/debian7.iso



INI Files

INI ::= LINE+ 
LINE ::= SECTION_LINE '\r' 
       | OPTION_LINE  ['\r'] 
SECTION_LINE ::= '[' KEY ']' 
OPTION_LINE ::= KEY ' = ' VALUE 
KEY ::= /[a-zA-Z]*/ 
VALUE ::= /[a-zA-Z0-9\/]/

[Application] 
Version = 0.5 
WorkingDir = /tmp/mydir/ 
[User] 
User = Bob 
Password = 12345



JSON Input
JSON ::= VALUE 
VALUE ::= JSONOBJECT | ARRAY | STRINGVALUE |  
          TRUE | FALSE | NULL | NUMBER 
TRUE ::= ’true’ 
FALSE ::= ’false’ 
NULL ::= ’null’ 
NUMBER ::= [’-’] /[0-9]+/ 
STRINGVALUE ::= ’"’ INTERNALSTRING ’"’ 
INTERNALSTRING ::= /[a-zA-Z0-9 ]+/ 
ARRAY ::= ’[’ 
 [VALUE [’,’ VALUE]+] 
’]’  
JSONOBJECT ::= ’{’ 
 [STRINGVALUE ’:’ VALUE 
  [’,’ STRINGVALUE ’:’ VALUE] 
  +] 
'}'

{ 
 "v": true, 
 "x": 25, 
 "y": -36, 
 … 
}



AUTOGRAM Grammars

• give insights into the structure of inputs  
→ reverse engineering 
→ writing tests 
→ writing parsers 

• first technique to mine input grammars 
from programs 

fully automatic • scalable • practical
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fully automatic • scalable • practical
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Behavior

Testing 
Program 
 Behavior

Checking 
Program 
 Behavior

fully automatic • scalable • practical
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Fuzz Testing

[;x1-GPZ+wcckc];,N9J+?#6^6\e?]9lu2_%'4GX"0VUB[E/r 
~fApu6b8<{%siq8Zh.6{V,hr?;{Ti.r3PIxMMMv6{xS^+'Hq!
AxB"YXRS@!Kd6;wtAMefFWM(`|J_<1~o}z3K(CCzRH 
JIIvHz>_*.\>JrlU32~eGP?lR=bF3+;y$3lodQ<B89!
5"W2fK*vE7v{')KC-i,c{<[~m!]o;{.'}Gj\(X}
EtYetrpbY@aGZ1{P!AZU7x#4(Rtn!q4nCwqol^y6}0|
Ko=*JK~;zMKV=9Nai:wxu{J&UV#HaU)*BiC<),`+t*gka<W=Z.
%T5WGHZpI30D<Pq>&]BS6R&j?#tP7iaV}-}`\?[_[Z^LBMPG-
FKj'\xwuZ1=Q`^`5,$N$Q@[!CuRzJ2D|vBy!^zkhdf3C5PAkR?
V hn|
3='i2Qx]D$qs4O`1@fevnG'2\11Vf3piU37@55ap\zIyl"'f,
$ee,J4Gw:cgNKLie3nx9(`efSlg6#[K"@WjhZ}
r[Scun&sBCS,T[/vY'pduwgzDlVNy7'rnzxNwI)(ynBa>%|
b`;`9fG]P_0hdG~$@6 3]KAeEnQ7lU)3Pn,0)G/6N-wyzj/
MTd#A;r

Program



Modern 
Program

Fuzz Testing

[;x1-GPZ+wcckc];,N9J+?#6^6\e?]9lu2_%'4GX"0VUB[E/r 
~fApu6b8<{%siq8Zh.6{V,hr?;{Ti.r3PIxMMMv6{xS^+'Hq!
AxB"YXRS@!Kd6;wtAMefFWM(`|J_<1~o}z3K(CCzRH 
JIIvHz>_*.\>JrlU32~eGP?lR=bF3+;y$3lodQ<B89!
5"W2fK*vE7v{')KC-i,c{<[~m!]o;{.'}Gj\(X}
EtYetrpbY@aGZ1{P!AZU7x#4(Rtn!q4nCwqol^y6}0|
Ko=*JK~;zMKV=9Nai:wxu{J&UV#HaU)*BiC<),`+t*gka<W=Z.
%T5WGHZpI30D<Pq>&]BS6R&j?#tP7iaV}-}`\?[_[Z^LBMPG-
FKj'\xwuZ1=Q`^`5,$N$Q@[!CuRzJ2D|vBy!^zkhdf3C5PAkR?
V hn|
3='i2Qx]D$qs4O`1@fevnG'2\11Vf3piU37@55ap\zIyl"'f,
$ee,J4Gw:cgNKLie3nx9(`efSlg6#[K"@WjhZ}
r[Scun&sBCS,T[/vY'pduwgzDlVNy7'rnzxNwI)(ynBa>%|
b`;`9fG]P_0hdG~$@6 3]KAeEnQ7lU)3Pn,0)G/6N-wyzj/
MTd#A;r

Syntax Error



An Input Grammar
If Statement

IfStatementfull ⇒
   if ParenthesizedExpression Statementfull
|  if ParenthesizedExpression StatementnoShortIf else Statementfull
IfStatementnoShortIf ⇒ if ParenthesizedExpression StatementnoShortIf else StatementnoShortIf
Switch Statement

SwitchStatement ⇒
   switch ParenthesizedExpression { }
|  switch ParenthesizedExpression { CaseGroups LastCaseGroup }
CaseGroups ⇒
   «empty»
|  CaseGroups CaseGroup
CaseGroup ⇒ CaseGuards BlockStatementsPrefix
LastCaseGroup ⇒ CaseGuards BlockStatements
CaseGuards ⇒
   CaseGuard
|  CaseGuards CaseGuard
CaseGuard ⇒



JavaScript 
Parser

Grammar-Based Fuzzing

LangFuzz
Sample 
Code

Test 
Suite

Mutated
Test

Language
Grammar

Phase III
Feed test case into 

interpreter, check for 
crashes and assertions

Phase II
LangFuzz generated  
(mutated) test cases

Phase I
Learning code 

fragments from sample
code and test suite

Figure 1: LangFuzz workflow. Using a language gram-
mar, LangFuzz parses code fragments from sample code
and test cases from a test suite, and mutates the test cases
to incorporate these fragments. The resulting code is
then passed to the interpreter for execution.

valuable, as expressed by the 50.000$ bug bounties they
raised. Nearly all the detected bugs are memory safety
issues. At the same time, the approach can generically
handle arbitrary grammars, as long as they are weakly
typed: applied on the PHP interpreter, it discovered 18
new defects. All generated inputs are semantically cor-
rect and can be executed by the respective interpreters.

Figure 1 describes the structure of LangFuzz. The
framework requires three basic input sources: a language
grammar to be able to parse and generate code artifacts,
sample code used to learn language fragments, and a test
suite used for code mutation. Many test cases contain
code fragments that triggered past bugs. The test suite
can be used as sample code as well as mutation basis.
LangFuzz then generates new test cases using code mu-
tation and code generation strategies before passing the
generated test cases to a test driver executing the test
case—e.g. passing the generated code to an interpreter.

As an example of a generated test case exposing a se-
curity violation, consider Figure 2 that shows a secu-
rity issue in Mozzila’s JavaScript engine. RegExp.$1
(Line 8) is a pointer to the first grouped regular expres-
sion match. This memory area can be altered by setting
a new input (Line 7). An attacker could use the pointer
to arbitrarily access memory contents. In this test case,
Lines 7 and 8 are newly generated by LangFuzz, whereas
Lines 1–6 stem from an existing test case.

The remainder of this paper is organized as follows.
Section 2 discusses the state of the art in fuzz testing
and provides fundamental definitions. Section 3 presents
how LangFuzz works, from code generation to actual
test execution; Section 4 details the actual implemen-
tation. Section 5 discusses our evaluation setup, where
we compare LangFuzz against jsfunfuzz and show that
LangFuzz detects several issues which jsfunfuzz misses.
Section 6 describes the application of LangFuzz on PHP.

1 var haystack = "foo";
2 var re text = "^foo";
3 haystack += "x";
4 re text += "(x)";
5 var re = new RegExp(re text);
6 re. test (haystack);
7 RegExp.input = Number();
8 print(RegExp.$1);

Figure 2: Test case generated by LangFuzz, crashing the
JavaScript interpreter when executing Line 8. The static
access of RegExp is deprecated but valid. Reported as
Mozilla bug 610223 [1].

Section 7 discusses threats to validity, and Section 8
closes with conclusion and future work.

2 Background

2.1 Previous Work
“Fuzz testing” was introduced in 1972 by Purdom [16].
It is one of the first attempts to automatically test a parser
using the grammar it is based on. We especially adapted
Purdom’s idea of the “Shortest Terminal String Algo-
rithm” for LangFuzz. In 1990, Miller et al. [10] were
among the first to apply fuzz testing to real world appli-
cations. In their study, the authors used random gener-
ated program inputs to test various UNIX utilities. Since
then, the technique of fuzz testing has been used in many
different areas such as protocol testing [6,18], file format
testing [19, 20], or mutation of valid input [14, 20].

Most relevant for this paper are earlier studies on
grammar-based fuzz testing and test generations for com-
piler and interpreters. In 2005, Lindig [8] generated code
to specifically stress the C calling convention and check
the results later. In his work, the generator also uses re-
cursion on a small grammar combined with a fixed test
generation scheme. Molnar et al. [12] presented a tool
called SmartFuzz which uses symbolic execution to trig-
ger integer related problems (overflows, wrong conver-
sion, signedness problems, etc.) in x86 binaries. In 2011,
Yang et al. [22] presented CSmith—a language-specific
fuzzer operating on the C programming language gram-
mar. CSmith is a pure generator-based fuzzer generat-
ing C programs for testing compilers and is based on
earlier work of the same authors and on the random C
program generator published by Turner [21]. In contrast
to LangFuzz, CSmith aims to target correctness bugs in-
stead of security bugs. Similar to our work, CSmith ran-
domly uses productions from its built-in C grammar to
create a program. In contrast to LangFuzz, their gram-
mar has non-uniform probability annotations. Further-
more, they already introduce semantic rules during their

2

Holler, Herzig, Zeller: "Fuzzing with Code Fragments", USENIX 2012

30 Chromium + Mozilla Security Rewards 
53,000 US$ in Bug Bounties

C. Holler



URLs
URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF] 
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT] 
PROTOCOL ::= 'http' | 'ftp' 
USERINFO ::= /[a-z]+:[a-z]+/ 
HOST ::= /[a-z.]+/ 
PORT ::= '80' 
PATH ::= /\/[a-z0-9.\/]*/ 
QUERY ::= 'foo=bar&lorem=ipsum' 
REF ::= /[a-z]+/

http://6F35:PkT5v@2.5/,, 
http://.g:8 
http://C.Ta.2./p.,//1.#14cq5 
http://.37...g:776/,., 
http://.:07//,.8B,#eUN027 
http://87.:2117//?&=&&38#207 
http://S1t26c:7223i@.1..:16207 
ftp://wb428:lr@O0.8y.#5W7V9U2 
ftp://012304:xt9Ut@k:285?25Q===K 



http://2U96411:242104@x...7..#9xLp0 
http://mE:26Ciu@.8..:1528/8,,2.,,?====&r& 
ftp://rW:L@0H....:8111/7.,,g/, 
http://D...C 
http://2.6j0:032277 
http://x1fO..:332334?&==2==& 
http://3u8Wabn:tN@m:3592#36 
ftp://2.8..:9161208/..?=&=9#5F 
ftp://.n:7945457//?9 
http://Jy:98/9,3?===&#1q 
http://G42:7Nz596e@6.4b//F/,?&I=0 
ftp://.697..?===SU= 
http://3d00:ud@.1dF9/2q//5 
ftp://.d5...8:646#D 
ftp://62ql1:40P63@4.:321727?= 
http://.//,.,/ 
ftp://8zN3xl:3499l8@t036./,3?=&=40 
http://B7j85D3:NvPd7M@.8.p.:5/,.,#e7JS 
http://t4...:124///6,G.?=&&=#3F2Qx 
http://YP6:zKG@.:946775?=#Zb7 
http://./,31,,F.#693 
ftp://7V:c4748C2@.//..,,,.?&&&&&2R 
http://..:40123?=r=&7I 
ftp://.74:4773362/./A#Et 
ftp://67:3g5YNi@.5M.2..:06716?&=#3W758V6 
ftp://i:cqj97@..2..3:362287?&=&&7f5#4 
http://1:l@N..6..i:667//,,6, 
http://7Oo0:518@3:4791089#962 
ftp://zA35Qsu:56@..5..:997/,. 
ftp://8.../5?&n#7i1C7G3 
ftp://2:fm0@J.:6208/,Z/H#3GZ747b 
http://2:7p54n14@8r09.1 
ftp://XK3438:w169KkU@..5R.8?=6g 
http://..:28///5,,6/?a&86Y 



Learning Grammars

Input(s)

Program

AUTOGRAM

GrammarFuzzer

Höschele, Zeller "Mining Input Grammars from Dynamic Taints", ASE 2016



Dynamic Checks

ProgramInput(s)

xyzzy ✘

– checks for digit 
– checks for "true"/"false" 
– checks for '"' 
– checks for '[' 
– checks for '{'



Dynamic Checks

ProgramInput

0 ✔



Dynamic Checks

ProgramInput

– checks for digit 
– checks for "true"/"false" 
– checks for '"' 
– checks for '[' 
– checks for '{'

0 ✔



Dynamic Checks

ProgramInput

– checks for digit 
– checks for "true"/"false" 
– checks for '"' 
– checks for '[' 
– checks for '{'

0 ✔



Dynamic Checks

ProgramInput

true ✔



Dynamic Checks

ProgramInput

false ✔



Dynamic Checks

ProgramInput

– checks for digit 
– checks for "true"/"false" 
– checks for '"' 
– checks for '[' 
– checks for '{'

false ✔



Dynamic Checks

ProgramInput

– checks for digit 
– checks for "true"/"false" 
– checks for '"' 
– checks for '[' 
– checks for '{'

false ✔



Dynamic Checks

ProgramInput

" ✘

– checks for '"' 
– checks for '\' 
– checks for character



Dynamic Checks

ProgramInput

"" ✔



JSON Input
JSON ::= VALUE 
VALUE ::= JSONOBJECT | ARRAY | STRINGVALUE |  
          TRUE | FALSE | NULL | NUMBER 
TRUE ::= ’true’ 
FALSE ::= ’false’ 
NULL ::= ’null’ 
NUMBER ::= [’-’] /[0-9]+/ 
STRINGVALUE ::= ’"’ INTERNALSTRING ’"’ 
INTERNALSTRING ::= /[a-zA-Z0-9 ]+/ 
ARRAY ::= ’[’ 
 [VALUE [’,’ VALUE]+] 
’]’  
JSONOBJECT ::= ’{’ 
 [STRINGVALUE ’:’ VALUE 
  [’,’ STRINGVALUE ’:’ VALUE] 
  +] 
'}'

{ 
 "v": true, 
 "x": 25, 
 "y": -36, 
 … 
}

<nothing>



Fuzz Testing

Program<nothing>



Dynamic Checks

ProgramInput

" ✘



File Formats



Mining Input Grammars

Input(s)

Program

AUTOGRAM

GrammarFuzzer

https://www.st.cs.uni-saarland.de/models/autogram/

https://www.st.cs.uni-saarland.de/models/autogram/


Testing Grammars

• Test generation + dynamic tracking of 
comparisons can infer input grammars 

• Works even without any input samples 

• Resulting grammars can be directly fed 
into automated fuzzing tools 

fully automatic • scalable • practical



Mining Input Grammars

fully automatic • scalable • practical
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Program 
 Behavior





Mining Input Grammars

fully automatic • scalable • practical

Testing 
Program 
 Behavior



Mining Input Grammars

Learning  
Program 
Behavior

Testing 
Program 
 Behavior

Checking 
Program 
 Behavior

fully automatic • scalable • practical



Mining Input Grammars

Checking 
Program 
 Behavior



Modeling Behavior

ProgramInput Output

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF] 
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT] 
PROTOCOL ::= 'http' | 'ftp' | ... 
USERINFO ::= /[a-z]+:[a-z]+/ 
HOST ::= /[a-z.]+/ 
PORT ::= /[0-9]+/ 
PATH ::= /\/[a-z0-9.\/]*/ 
QUERY ::= /[a-z0-9=&]+/ 
REF ::= /[a-z]+/

REPLY ::= 'HTTP/1.1 ' CODE '\n' \ 
          HEADER+ '\n\n' DATA 
CODE ::= '200 OK' | '404 Not Found' 
HEADER ::= ... 
DATA ::= ...



Checking Behavior

ProgramInput 
Checker

Output 
Checker

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF] 
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT] 
PROTOCOL ::= 'http' | 'ftp' | ... 
USERINFO ::= /[a-z]+:[a-z]+/ 
HOST ::= /[a-z.]+/ 
PORT ::= /[0-9]+/ 
PATH ::= /\/[a-z0-9.\/]*/ 
QUERY ::= /[a-z0-9=&]+/ 
REF ::= /[a-z]+/

REPLY ::= 'HTTP/1.1 ' CODE '\n' \ 
          HEADER+ '\n\n' DATA 
CODE ::= '200 OK' | '404 Not Found' 
HEADER ::= ... 
DATA ::= ...



Resisting Attacks

ProgramInput 
Checker

Output 
Checker

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF] 
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT] 
PROTOCOL ::= 'http' | 'ftp' | ... 
USERINFO ::= /[a-z]+:[a-z]+/ 
HOST ::= /[a-z.]+/ 
PORT ::= /[0-9]+/ 
PATH ::= /\/[a-z0-9.\/]*/ 
QUERY ::= /[a-z0-9=&]+/ 
REF ::= /[a-z]+/

REPLY ::= 'HTTP/1.1 ' CODE '\n' \ 
          HEADER+ '\n\n' DATA 
CODE ::= '200 OK' | '404 Not Found' 
HEADER ::= ... 
DATA ::= ...

☣



Resisting Attacks

ProgramInput 
Checker

Output 
Checker

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF] 
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT] 
PROTOCOL ::= 'http' | 'ftp' | ... 
USERINFO ::= /[a-z]+:[a-z]+/ 
HOST ::= /[a-z.]+/ 
PORT ::= /[0-9]+/ 
PATH ::= /\/[a-z0-9.\/]*/ 
QUERY ::= /[a-z0-9=&]+/ 
REF ::= /[a-z]+/

REPLY ::= 'HTTP/1.1 ' CODE '\n' \ 
          HEADER+ '\n\n' DATA 
CODE ::= '200 OK' | '404 Not Found' 
HEADER ::= ... 
DATA ::= ...

☣



@AndreasZeller

Test Generator

Input

Input

Input

✔

✔

✔

✔

DROIDMATE
Konrad Jamrozik, Andreas Zeller



@AndreasZeller

✅

⛔

✅

✅

✅

⛔

⛔ Michael Backes et al.

✔

✔

✔

✔

AppGuard



@AndreasZeller

⚭
✅

⛔

✅

✅

✅

⛔

⛔

✔

✔

✔

✔

BOXMATE



@AndreasZeller

Mining Sandboxes
prevents 

unexpected 
behavior 
changes

prevents 
latent malware

closes 
backdoors and 

exploits

works on 
adversarial and 

obscure code

produces 
guarantees 
from testing

Jamrozik, Zeller: "Mining Sandboxes", ICSE 2016



@AndreasZeller

Program Analysis

may happen

may not happen

@AndreasZeller



@AndreasZeller

Program Analysis
Static Analysis

Dynamic Analysis may happen

may not happen

@AndreasZeller



@AndreasZeller

Program Analysis

Overapproximation
Halting problem:

Underapproximation
Finite set of runs:

@AndreasZeller



@AndreasZeller@AndreasZeller

Mining Behavior

may happen

may not happen

Test Generation

@AndreasZeller

Mining Behavior

Dynamic Analysis may happen

may not happen

Test Generation

@AndreasZeller



@AndreasZeller

Test Complement Exclusion

Test Generation

@AndreasZeller

1. During mining, we explore 
behavior using generated tests 

2. In production, we disallow any 
behavior not seen during testing



Guarantees from Testing

ProgramInput 
Checker

Output 
Checker

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF] 
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT] 
PROTOCOL ::= 'http' | 'ftp' | ... 
USERINFO ::= /[a-z]+:[a-z]+/ 
HOST ::= /[a-z.]+/ 
PORT ::= /[0-9]+/ 
PATH ::= /\/[a-z0-9.\/]*/ 
QUERY ::= /[a-z0-9=&]+/ 
REF ::= /[a-z]+/

REPLY ::= 'HTTP/1.1 ' CODE '\n' \ 
          HEADER+ '\n\n' DATA 
CODE ::= '200 OK' | '404 Not Found' 
HEADER ::= ... 
DATA ::= ...



Checking Grammars

• Enforce behaviors seen during testing 

• Effective protection against known and 
unknown attacks 

• Challenge of false alarms can be addressed 
by grammar assessment + better testing 

fully automatic • scalable • practical



Mining Input Grammars

fully automatic • scalable • practical

Checking 
Program 
 Behavior



Mining Input Grammars

Learning  
Program 
Behavior

Testing 
Program 
 Behavior

Checking 
Program 
 Behavior

fully automatic • scalable • practical



Modeling Behavior

ProgramInput Output

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF] 
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT] 
PROTOCOL ::= 'http' | 'ftp' | ... 
USERINFO ::= /[a-z]+:[a-z]+/ 
HOST ::= /[a-z.]+/ 
PORT ::= /[0-9]+/ 
PATH ::= /\/[a-z0-9.\/]*/ 
QUERY ::= /[a-z0-9=&]+/ 
REF ::= /[a-z]+/

REPLY ::= 'HTTP/1.1 ' CODE '\n' \ 
          HEADER+ '\n\n' DATA 
CODE ::= '200 OK' | '404 Not Found' 
HEADER ::= ... 
DATA ::= ...



Mining Input Grammars
@AndreasZeller  

Center for IT-Security, Privacy, and Accountability 
Saarland University, Saarbrücken

joint work with Nikolas Havrikov, Matthias Höschele, 
Alexander Kampmann, Konrad Jamrozik

Input(s)

Program

AUTOGRAM

GrammarFuzzer

Testing Behavior
URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF] 
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT] 
PROTOCOL ::= 'http' | 'ftp' 
USERINFO ::= /[a-z]+:[a-z]+/ 
HOST ::= /[a-z.]+/ 
PORT ::= '80' 
PATH ::= /\/[a-z0-9.\/]*/ 
QUERY ::= 'foo=bar&lorem=ipsum' 
REF ::= /[a-z]+/

http://6F35:PkT5v@2.5/,, 
http://.g:8 
http://C.Ta.2./p.,//1.#14cq5 
http://.37...g:776/,., 
http://.:07//,.8B,#eUN027 
http://87.:2117//?&=&&38#207 
http://S1t26c:7223i@.1..:16207 
ftp://wb428:lr@O0.8y.#5W7V9U2 
ftp://012304:xt9Ut@k:285?25Q===K 

Learning Behavior

ProgramInput

– checks for digit 
– checks for "true"/"false" 
– checks for '"' 
– checks for '[' 
– checks for '{'

0 ✔

java.net.URL.set(protocol, host, port, authority, userinfo, path, query, ref)                   
    | http•••user:password@www.google.com:80/command•foo=bar&lorem=ipsum•fragment 
  param: protocol                    
    | http••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: host                        
    | •••••••••••••••••••••www.google.com•••••••••••••••••••••••••••••••••••••••• 
  param: port                        
    | ••••••••••••••••••••••••••••••••••••80••••••••••••••••••••••••••••••••••••• 
  param: authority                   
    | •••••••user:password@www.google.com:80••••••••••••••••••••••••••••••••••••• 
  param: userinfo                    
    | •••••••user:password••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
  param: path                        
    | ••••••••••••••••••••••••••••••••••••••/command••••••••••••••••••••••••••••• 
  param: query                       
    | •••••••••••••••••••••••••••••••••••••••••••••••foo=bar&lorem=ipsum••••••••• 
  param: ref                         
    | •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••fragment

URL ::= PROTOCOL '://' AUTHORITY
AUTHORITY ::= USERINFO '@' HOST

Mining Grammars

Checking Behavior

ProgramInput 
Checker

Output 
Checker

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF] 
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT] 
PROTOCOL ::= 'http' | 'ftp' | ... 
USERINFO ::= /[a-z]+:[a-z]+/ 
HOST ::= /[a-z.]+/ 
PORT ::= /[0-9]+/ 
PATH ::= /\/[a-z0-9.\/]*/ 
QUERY ::= /[a-z0-9=&]+/ 
REF ::= /[a-z]+/

REPLY ::= 'HTTP/1.1 ' CODE '\n' \ 
          HEADER+ '\n\n' DATA 
CODE ::= '200 OK' | '404 Not Found' 
HEADER ::= ... 
DATA ::= ...

☣

https://www.st.cs.uni-saarland.de/

M. Höschele A. Kampmann

N. Havrikov K. Jamrozik

https://www.st.cs.uni-saarland.de/

