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External Attacks

( \"3 e At the heart of each attack

IS @ change in program behavior



Latent Malware

Program
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Program

e Atthe heart of each attack
IS @ change in program behavior



Behavior Changes

e Atthe heart of each attack
IS @ change in program behavior

e How can we characterize and
constrain program behavior?
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Program Behavior

> 22 2

e Which inputs does the program accept?

e Which outputs can the program produce?



Language Models

e A language denotes a set of strings

e Modeled as regular expressions, grammars, ...

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF]
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT]

PROTOCOL ::= 'http' | 'ftp' | ...

USERINFOQ ::= /l[a-z]+:[a-z]+/

HOST ::= /l[a- z.]+/

PORT ::= /[0 9]+/

PATH ::= /\/[a—Z®—9.\/]>|</

QUERY ::= /[a-z0-9=&]+/

REF ::= /[a-z]+/



Modeling Behavior

o B

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF]

AUTHORITY ::= [USERINFO '@'] HOST [':' PORT]

PROTOCOL ::= 'http' | "ftp' | ...

USERINFO = /la-z]+:[a-z]+/

HOST ::= /[a -Z.]+/ REPLY ::= 'HTTP/1.1 ' CODE '\n' \
PORT ::= /[0-9]+/ HEADER+ '\n\n' DATA

PATH ::= /\/[a-z0-9.\/]1*/ CODE ::= '200 OK' | '404 Not Found'
QUERY ::= /[a-z0-9=&]+/ HEADER ::= ...

REF ::= /[a-z]+/ DATA ::= ...



Mining Input Grammars

Learning Testing Checking
Program Program Program

Behavior Behavior Behavior

fully automatic « scalable - practical
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Creating Grammars

URL ::= P}
AUTHORITY
PROTOCOL :
USERINFO :
HOST ::= ,
PORT ::=,

ciz

Y] ['#' REF]




Learning Grammars
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Héschele, Zeller "Mining Input Grammars from Dynamic Taints', ASE 2016




Learning Grammars

http://user:pass@www.google.com:80/path

\ 4




Learning Grammars

://user:pass@www.google.com:80/path

http — protocol



Learning Grammars

://user:pass@ :80/path

http — protocol

www . google.com — host name



Learning Grammars

://user:pass@ . /path

http — protocol
www . google.com — host name
30 — port



Learning Grammars

// ; @ . /path

http — protocol
www . google.com — host name
30 — port

user pass - login



Learning Grammars

2/ / : @ 80/

http — protocol
www . google.com — host name
30 — port

user pass - login

path — page request



Learning Grammars

http — protocol

www . google.com — host name

80 ~ port
user pass - login
path — page request

/) @/ — terminals



Learning Grammars

http — protocol

www . google.com — host name

80 ~ port
user pass - login
path — page request

/) @/ — terminals

processed in
different
functions

stored in
different
variables



http : //user:password@www.google.com: 80 /command?foo=bar&lorem=ipsum#fragment

java.net.URL.set(protocol, host, port, authority, userinfo, path, query, ref)
param: protocol
param: host
param: port
param: authority
param: userinfo
param: path
param: query

param: ref




:// user:password@www.google.com: 80 /command?foo=bar&lorem=ipsum#fragment

java.net.URL.set(protocol, host, port, authority, userinfo, path, query, ref)
param: onrotocol

http

param: host

param: port

param: authority

param: userinfo

param: path

param: query

param: ref




://user:passwordQ@ : 80 /command?foo=bar&lorem=ipsum#fragment

java.net.URL.set(protocol, host, port, authority, userinfo, path, query, ref)
param: onrotocol

http
param: host

www . google.com
param: port

param: authority

param: userinfo

param: path

param: query

param: ref




://

: 80 /command?foo=bar&lorem=ipsum#fragment

java.net.URL.set(protocol, host, port, authority, userinfo, path, query, ref)

param: protocol
http
param: host
param: port
param: authority
param: userinfo
user:password
param: path
param: query
param: ref

www . google.com



://

/command?foo=bar&lorem=1psum#fragment

java.net.URL.set(protocol, host, port, authority, userinfo, path, query, ref)

param: protocol
http
param: host
param: port
param: authority
param: userinfo
user:password
param: path
param: query
param: ref

www . google.com

80



://

?foo=bar&lorem=1ipsum#fragment

java.net.URL.set(protocol, host, port, authority, userinfo, path, query, ref)

param: protocol
http
param: host
param: port
param: authority
param: userinfo
user:password
param: path
param: query
param: ref

www . google.com

80

/command



:// @ : ? #fragment

java.net.URL.set(protocol, host, port, authority, userinfo, path, query, ref)

param: protocol
http
param: host

www . google.com

param: port

80
param: authority
param: userinfo
user:password
param: path
/command

param: query
foo=bar&lorem=ipsum

param: ref




:// @ : ? #

java.net.URL.set(protocol, host, port, authority, userinfo, path, query, ref)

param: protocol
http
param: host

www . google.com

param: port

80
param: authority
param: userinfo
user:password
param: path
/command

param: query
foo=bar&lorem=ipsum

param: ref

fragment



:// ? #

java.net.URL.set(protocol, host, port, authority, userinfo, path, query, ref)

param: protocol

http

param: host

www . google.com

param: port

80

param: authoritv

user:password@www.google.com: 80

param: userinfo

user:password

param: path

/command
param: query

foo=bar&lorem=ipsum

param: ref

fragment



://

java.net.URL.set(protocol, host, port, authority, userinfo, path, query,

http
param: protocol
http
param: host
www . google.com
param: port
80
param: authoritv
user:password@www.google.com: 80
param: userinfo
user:password
param: path
/command
param: query
param: ref

foo=bar&lorem=ipsum

ref)

user:password@www.google.com:80/command foo=bar&lorem=ipsum fragment

fragment



ot (nrotacy autharity, userinfo, path, query, ref)

user: password@www google com: 80f command foo=bar&lorem=ipsum fragment

www . google. co

80
param: authard
user: passwor .google.co -
user.passwor-

param: path

param: port

param: us

/command

param: query

foo=bar&lorem=ipsum

param: ref

fragment

URL ::= PROTOCOL '://"' AUTHORITY
AUTHORITY ::= USERINFO ‘@' HOST



java.net.URL.set(protocol, host, port, authority, userinfo, path, query, ref)
http  user:password@www.google.com:80/command foo=bar&lorem=ipsum fragment
param: protocol

http

param: host

www.google.com

param: port

80

param: authority

user:password@www.google.com: 80

param: userinfo

user:password

param: path

/command

param: query

foo=bar&lorem=1ipsum
param: ref

fragment

) 4

URL ::= PROTOCOL '://' AUTHORITY PATH '?' QUERY '#' REF
AUTHORITY ::= USERINFO '@"' HOST ':' PORT

PROTOCOL ::= 'http'

USERINFO ::= 'user:password'

HOST ::= 'www.google.com’

PORT ::= '80'

PATH ::= '/command'

QUERY ::= 'foo=bar&lorem=ipsum'

REF ::= 'fragment'



URLs

http://user:password@www.google.com:80/command?foo=bar&lorem=1ipsum#fragment
http://www.guardian.co.uk/sports/worldcup#results
ftp://bob:12345@ftp.example.com/oss/debian7.iso

\ 4

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF]
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT]

PROTOCOL ::= 'http' | 'ftp'

USERINFO ::= /la-z]+:[a-z]+/

HOST ::= /la-z.]+/

PORT ::= '80'

PATH ::= /\/[a-z0-9.\/]1x/

QUERY ::= 'foo=bar&lorem=ipsum'

REF ::= /[a-z]+/



INI Files

[Application]

Version = 0.5

WorkingDir = /tmp/mydir/
[User]

User = Bob

Password = 12345

\ 4

INI ::= LINE+
LINE ::= SECTION LINE '\r'

| OPTION_LINE ['\r']
SECTION LINE ::= '[' KEY ']'
OPTION LINE ::= KEY ' = ' VALUE
KEY ::= /l[a-zA-Z]x/

VALUE ::= /[a-zA-Z0-9\/]/



JSON Input

JSON ::= VALUE
VALUE ::= JSONOBJECT | ARRAY | STRINGVALUE |
TRUE | FALSE | NULL | NUMBER
TRUE ::= "true’
FALSE ::= 'false’
NULL ::= "null’
"V": true, NUMBER ::= ['-'] /[0-9]+/
RO, » STRINGVALUE ::= ’"’ INTERNALSTRING "’
y": -36, INTERNALSTRING ::= /[a-zA-Z0-9 ]+/
. ARRAY ::= '"[’
[VALUE [’,” VALUE]+]
’]’
JSONOBJECT ::= '{’
[STRINGVALUE ’:’ VALUE
[’,” STRINGVALUE ’:’ VALUE]
+]

I}_I



AUTOGRAM Grammars

e give insights into the structure of inputs
— reverse engineering
— writing tests
— writing parsers

o first technique to mine input grammars
from programs

fully automatic - scalable - practical
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Behavior

fully automatic - scalable « practical



Mining Input Grammars

Learning Testing Checking
Program Program Program

Behavior Behavior Behavior

fully automatic « scalable - practical
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Fuzz Testing
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Fuzz Testing
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Syntax Error




An Input Grammar

If Statement

IfStatement®! =
i f Parenthesized Expression Statement®!
| if ParenthesizedExpression Statementshortf el se Statement™!
IfStatementroshotf = i £ ParenthesizedExpression Statement™Sho el se StatementnoShortf

Switch Statement

SwitchStatement =
switch ParenthesizedExpression { }
| switch ParenthesizedExpression { CaseGroups LastCaseGroup }
CaseGroups =
«empty»
| CaseGroups CaseGroup
CaseGroup = CaseGuards BlockStatementsPrefix
LastCaseGroup = CaseGuards BlockStatements
CaseGuards =
CaseGuard

| CaseGuards CaseGuard
Caco(iaord —




Grammar-Based Fuzzing

var haystack = "foo";

var re_text = ""foo";
haystack += "x";

re_text +="(x)";

var re = new RegExp(re_text);
re. test (haystack);

30 Chromium + Mozilla Security Rewards
53,000 USS in Bug Bounties

C. Holler

Holler, Herzig, Zeller: "Fuzzing with Code Fragments’, USENIX 2012



URLs

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF]
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT]

PROTOCOL ::= 'http' | 'ftp'

USERINFO ::= /[a-z]+:[a-z]+/

HOST ::= /la-z.]+/

PORT ::= '80'

PATH ::= /\/[a-z0-9.\/]x/

QUERY ::= 'foo=bar&lorem=ipsum'

REF ::= /[a-z]+/

\ 4

http://6F35:PkT5v@2.5/,,
http://.9:8
http://C.Ta.2./p.,//1.#14cq5
http://.37...9:776/, .,
http://.:07//,.8B,#eUN027
http://87.:2117//7&=8&&38#207
http://S51t26¢c:7223i@.1..:16207

ftp://wb428:1r@00. 8y. #5W7VOU2
f+n/7/01O0OR0 A v+ OIlI+RIk* DQAE?2DEKEN———K



http://mE:26Ciu@.8..:1528/8,,2.,, ?7====&r&
ftp://rW:L@OH....:8111/7.,,9/,
http://D...C

http://2.6j0:032277
http://x1f0..:3323347?&==2==
http://3u8Wabn:tN@m:3592#36
ftp://2.8..:9161208/..7=8=9#5F
ftp://.n:7945457//79
http://Jy:98/9,37===041¢
http://G42:7Nz596e@6.4b//F/, ?7&1=0
ftp://.697..7===SU=
http://3d00:ud@.1dF9/2q//5
ftp://.d5...8:646#D
ftp://62ql1:40P63@4.:3217277=
http://.//,.,/
ftp://8zN3x1:349918@t036./,37=86=40
http://B7j85D3:NvPd7M@.8.p.:5/,.,#e73S
http://t4...:124///6,G. ?7=&&=#3F2Qx
http://YP6:zKG@. :9467757=#Zb7
http://./,31,,F.#693
ftp://7V:c4748C2Q@.// .+, ,, ?1&&&&E2R
http://..:401237=r=4&71
ftp://.74:4773362/./A#Et
ftp://67:395YNi@.5M.2..:067167&=#3W758V6
ftp://1:¢cqj97@..2..3:3622877&=&8&7 T5#4
http://1:eN..6..1:667//,,6,
http://7000:518@3:4791089#962
ftp://zA35Qsu:56@..5..:997/,.
ftp://8.../5?2&n#711C7G3
ftp://2:fm0@J.:6208/,Z/H#3GZ747b
http://2:7p54n14@8r09.1
ftp://XK3438:wl1l69KkU@. .5R.87=6¢q
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Héschele, Zeller "Mining Input Grammars from Dynamic Taints', ASE 2016




Dynamic Checks

Xyzzy

— checks for digit
— checks for "true"/"false"
— checks for ™
— checks for '
— checks for '{'



Dynamic Checks
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Dynamic Checks
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— checks for digit

— checks for "true"/"false"
— checks for ™

— checks for '

— checks for '{'



Dynamic Checks

N
0 v

— checks for digit

— checks for "true"/"false"
— checks for ™

— checks for '

— checks for '{'



Dynamic Checks

S B

true




Dynamic Checks
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false




Dynamic Checks

S B

false

— checks for digit
— checks for "true"/"false"
— checks for ™
— checks for '
— checks for '{'



Dynamic Checks

S B

false

— checks for digit
— checks for "true"/"false"
— checks for ™
— checks for '
— checks for '{'



Dynamic Checks

=N
11 x

— checks for
— checks for '\
— checks for character



Dynamic Checks
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JSON Input

JSON ::= VALUE
VALUE ::= JSONOBJECT | ARRAY | STRINGVALUE |
TRUE | FALSE | NULL | NUMBER
TRUE ::= ’"true’
FALSE ::= 'false’
{ NULL ::= 'null’
"v'i true, NUMBER ::= ['-"] /[0-9]+/
<nbth iy » STRINGVALUE ::= '"’ INTERNALSTRING '"’
y': —36, INTERNALSTRING ::= /[a-zA-Z0-9 1+/
- ARRAY ::= ' [’
b [VALUE [’,’ VALUE]+]
I]I
JSONOBJECT ::= '{’
[STRINGVALUE ':’' VALUE
[',’ STRINGVALUE ':’' VALUE]
+ ]

I}_I



Fuzz Testing

<nothing> » Program »




Dynamic Checks
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Mining Input Grammars
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AUTOGRAM

®

Input(s)

oS

Fuzzer ‘ Grammar

https://www.st.cs.uni-saarland.de/models/autogram/



https://www.st.cs.uni-saarland.de/models/autogram/

Testing Grammars

e Jest generation + dynamic tracking of
comparisons can infer input grammars

e Works even without any input samples

e Resulting grammars can be directly fed
into automated fuzzing tools

fully automatic « scalable - practical



Mining Input Grammars

Testing
Program

Behavior

fully automatic - scalable « practical
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Mining Input Grammars

Learning Testing Checking
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Modeling Behavior

o B

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF]

AUTHORITY ::= [USERINFO '@'] HOST [':' PORT]

PROTOCOL ::= 'http' | "ftp' | ...

USERINFO = /la-z]+:[a-z]+/

HOST ::= /[a -Z.]+/ REPLY ::= 'HTTP/1.1 ' CODE '\n' \
PORT ::= /[0-9]+/ HEADER+ '\n\n' DATA

PATH ::= /\/[a-z0-9.\/]1*/ CODE ::= '200 OK' | '404 Not Found'
QUERY ::= /[a-z0-9=&]+/ HEADER ::= ...

REF ::= /[a-z]+/ DATA ::= ...



Checking Behavior

Output
» B » » R

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF]

AUTHORITY ::= [USERINFO '@'] HOST [':' PORT]

PROTOCOL ::= 'http' | 'ftp' | ...

USERINFO ::= /[a-z]+:[a-z]+/

HOST ::= /[la-z.]+/ REPLY ::= 'HTTP/1.1 ' CODE '\n' \
PORT ::= /[0-9]+/ HEADER+ '\n\n' DATA

PATH ::= /\/[a-z0-9.\/]1*/ CODE ::= '200 OK' | '404 Not Found'
QUERY ::= /[a-z0-9=&]+/ HEADER ::= ...

REF ::= ;[a—z]+/ DATA ::= ...



Resisti

Output
» B » » R

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF]

AUTHORITY ::= [USERINFO '@'] HOST [':' PORT]

PROTOCOL ::= 'http' | 'ftp' | ...

USERINFO ::= /[a-z]+:[a-z]+/

HOST ::= /[la-z.]+/ REPLY ::= 'HTTP/1.1 ' CODE '\n' \
PORT ::= /[0-9]+/ HEADER+ '\n\n' DATA

PATH ::= /\/[a-z0-9.\/]1*/ CODE ::= '200 OK' | '404 Not Found'
QUERY ::= /[a-z0-9=&]+/ HEADER ::= ...

REF ::= ;[a—z]+/ DATA ::= ...



Resisting Attacks

> & Output
Program
Checker

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF]
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT]
PROTOCOL ::= 'http' | 'ftp' | ...
USERINFO ::= /[a-z]+:[a-z]+/
HOST ::= /l[a-z.]+/ REPLY ::= 'HTTP/1.1 ' CODE '\n' \
PORT ::= /[0-9]+/ HEADER+ '\n\n' DATA
PATH ::= /\/[a-z0-9.\/]1*/ CODE ::= '200 OK' | '404 Not Found'
QUERY ::= /[a-z0-9=&]+/ HEADER ::= ...

REF ::= ;[a—z]+/ DATA ::= ...
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BOXME Warning

Do you want to allow Snapchat to
read your Contacts?

 com.android contacts/data/phones

[ ] Remember my decision

Allow

AppGuard

Michael Backes et al.

@AndreasZeller
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BOXME Warning

Do you want to allow Snapchat to
read your Contacts?

* com.android contacts/data/phones

[C] Remember my decision

Allow




Mining Sandboxes

prevents

unexpected prevents
behavior latent malware

closes
backdoors and
exploits

changes

works on produces
adversarial and guarantees
obscure code from testing

Jamrozik, Zeller: "Mining Sandboxes’, ICSE 2016

@AndreasZeller



Program Analysis

may not happen

may happen

@AndreasZeller



Program Analysis

Static Analysis may not happen




Program Analysis

Halting problem:
Overapproximation

Static Analysis




Mining Behavior

may not happen




Test Complement Exclusion

1. During mining, we explore
behavior using generated tests

2. In production, we disallow any
behavior not seen during testing



Guarantees from Testing

Output
» B » » R

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF]

AUTHORITY ::= [USERINFO '@'] HOST [':' PORT]

PROTOCOL ::= 'http' | 'ftp' | ...

USERINFO ::= /[a-z]+:[a-z]+/

HOST ::= /[la-z.]+/ REPLY ::= 'HTTP/1.1 ' CODE '\n' \
PORT ::= /[0-9]+/ HEADER+ '\n\n' DATA

PATH ::= /\/[a-z0-9.\/]1*/ CODE ::= '200 OK' | '404 Not Found'
QUERY ::= /[a-z0-9=&]+/ HEADER ::= ...

REF ::= ;[a—z]+/ DATA ::= ...



Checking Grammars

e Enforce behaviors seen during testing

e Effective protection against known and
unknown attacks

e Challenge of false alarms can be addressed
by grammar assessment + better testing

fully automatic « scalable - practical
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Modeling Behavior

o B

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF]

AUTHORITY ::= [USERINFO '@'] HOST [':' PORT]

PROTOCOL ::= 'http' | "ftp' | ...

USERINFO = /la-z]+:[a-z]+/

HOST ::= /[a -Z.]+/ REPLY ::= 'HTTP/1.1 ' CODE '\n' \
PORT ::= /[0-9]+/ HEADER+ '\n\n' DATA

PATH ::= /\/[a-z0-9.\/]1*/ CODE ::= '200 OK' | '404 Not Found'
QUERY ::= /[a-z0-9=&]+/ HEADER ::= ...

REF ::= /[a-z]+/ DATA ::= ...



Mining Grammars

java.neif LR set(pnrotocol. bhost. npnort authority, userinfo, path, query, ref)

| [http | Juser:password@www.google.com:80f command foo=bar&lorem=ipsum fragment
paraiLproToco L

| [http
param: host

| |www.ggggle.coﬂ
param: port

| 80
param: authariiy

| |user password@hﬂﬂ google. cod 80|
param: useginig

| user:password
param: pat

Learning Behavior

Input » Program

0 v
— checks for digit /

| /command - CheCkS fOI‘ "tru
param: query
| foo=bar&1orem=ips' — CheCkS for i
param: ref
I
| — checks for '[
URL ::= PROTOCOL '://' AUTHORITY M. Héschele — checks for'{" A Kampmann
AUTHORITY ::= USERINFO '@' HOST
' havi hecki havi
Testing Behavior Checking Behavior
URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF]
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT]
PROTOCOL ::= 'http' | 'ftp' A
USERINFO ::= /[a-z]l+:[a-z]+/ Ny 2
HOST ::= /la-z.1+/ » » Program : Output
PORT ::= '80'
PATH ::= /\/[a-20-9.\/1%/ , Checker
QUERY ::= 'foo=bar&lorem=ipsum'
REF ::= /la-zl+/ b i ¥ URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF]
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT]
’ . g PROTOCOL ::= 'http' | 'ftp' | ...
USERINFO ::= /[a-z]+:[a-z]+/
HOST ::= /[a-z.]+/ REPLY ::= 'HTTP/1.1 ' COD
PORT ::= /[0-9]1+/ HEADER+ '\n\n'
http://6F35:PkT5v@2.5/,, PATH ::= /\/[a-z0-9.\/1x/ CODE ::= '200 OK' | '404
http://.9:8 QUERY ::= /[a-z0-9=&]1+/ HEADER ::= ...
http://C.Ta.2./p.,//1.#14cq5 REF ::= /[a-z]+/ DATA ::= ...

http://.37...9:776/, .,
http://.:07//,.8B,#eUN027
http://87.:2117//?&=&538#207
http://S1t26c:7223i@.1..:16207

ftp://wb428:1r@00.8y.#5W7VoU2 .
ftn+ //D12304+ v+0ll+@Ak » 7RE298N===K N. Havrikov 2 K. Jamrozik

https://www.st.cs.uni-saarland.de/ ¢ Google
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